ABSTRACT Android pattern lock is still popularly used for mobile user authentication. Unfortunately, however, many concerns have been raised regarding its security and usability. User-created patterns tend to be simply structured or reduced to a small set. Complex patterns are hard to memorize. Input patterns are susceptible to various attacks, such as guessing attacks, smudge attacks, and shoulder surfing attacks. This paper presents a novel mechanism based on the pattern lock, in which behavioral biometrics are employed to address these problems. Our basic idea starts from turning the lock pattern into public knowledge rather than a secret and leveraging touch dynamics. Users do not need to create their own lock patterns or memorize them. Instead, our system shows a public pattern along with guidance on how to draw it. All the user needs to do for authentication is to draw the pattern as shown. For adversaries, the above-mentioned attacks are rendered useless by this new mechanism. Specifically, we study how to generate the public patterns and how to perform authentication. We considered segments, angles, directions, and turns as units for constructing the lock patterns, and established the public pattern criteria. The results are utilized to generate four public patterns in our experiment. For authentication, we achieved equal error rates (EERs) as low as 2.66% (sitting), 3.53% (walking), and 5.83% (combined). Furthermore, the results of our additional experiments demonstrated that our system preserved performance over time (F1-score = 89.88%, SD = 4.60%), and was sufficiently secure against camera-based recording attacks (FAR = 3.25%).
I. INTRODUCTION
Smartphones have now become a part of our daily lives, and their functionality has significantly increased; hence, mobile user authentication has now turned into an essential mechanism for the security and privacy of users. Currently, various authentication methods such as PIN, passwords, biometrics, and pattern lock, are used among smartphone users, and each scheme has advantages and disadvantages [10] , [26] .
Android pattern lock, which is still widely used for mobile user authentication, dates back to the earlier recall-based systems such as Draw-A-Secret (DAS) [22] and Pass-Go [40] . Users are asked to create and memorize a graphical pattern on a 3 × 3 grid. For authentication, they should remember the pattern, and then draw it with a finger on the grid. mechanisms, complex patterns are difficult to memorize, take longer to type in, and are prone to input errors. In contrast, such weak passwords with low entropy are susceptible to password guessing attacks. The Android pattern lock can be vulnerable to guessing attacks unlike those that are expected from theoretical considerations [6] , [38] . In addition, researchers have demonstrated various attack methods to threaten the pattern lock in this context: smudge, thermal, shoulder-surfing, and video-based attacks [1] , [8] , [27] , [44] , [47] , [50] , [53] .
Behavioral authentication (or behavior-based authentication) is a prospective approach to user authentication. In behavioral authentication, the behavioral biometrics (i.e., touch dynamics and gait) of the user are measured by various sensors and leveraged for authentication. However, the performance of behavioral authentication in terms of accuracy heavily depends on the shape of gestures because not all gestures perform fairly for authentication [38] ; that is, the high performance of behavioral authentication cannot be expected without a precisely defined shape of gestures. From the perspective of behavioral authentication, our concern is that the lock pattern of the pattern lock system can be used for the gesture shape.
In the vein of multi-factor authentication, the security of user authentication can be greatly increased if behavioral authentication is combined with the pattern lock system. However, problems persist. First, an adversary can still peek into a secret pattern drawn by a user (e.g., through shouldersurfing attacks, smudge attacks, or occasionally guessing the poorly chosen pattern in a few attempts). Second, an adversary can mimic the user's drawing gestures by recording gestures using videos and practicing based on the recorded gestures. Our study is strongly motivated by these problems, particularly for the combination of behavioral authentication with a pattern lock system for user authentication.
In this paper, we raise the aforementioned problems and present a novel behavioral pattern lock referred to as draw it as shown (DIAS). The basic idea of DIAS is to let the lock pattern into public knowledge, instead of being a secret, and leverage touch dynamics for authentication. DIAS displays a public pattern as a shape of gestures along with guidance on how to draw it. As such, users will no longer need to create or memorize lock patterns. Therefore, DIAS makes various attacks on secret lock patterns useless. We study how to effectively build this breakthrough system and evaluate its performance and security through user studies.
The contributions of this study are as follows:
• We design and implement a new pattern lock mechanism, called DIAS (Section III-A and III-B). To the best of our knowledge, this is the first attempt of turning the lock pattern into a public value/knowledge by virtue of touch dynamics. We also define the criteria of public patterns to assure a shape of gestures required for good accuracy in authentication (Section III-C).
• Based on the data set assembled (7200 samples collected from 30 participants), we explore the best-performing classifiers and optimal feature sets for DIAS (Sections IV-A and IV-B). We then evaluate the authentication performance from the perspective of both short-and long-term periods (referred to as permanence) under the optimal settings (Sections IV-C and IV-D).
With regard to permanence, we present a novel model training strategy, called the sliding window approach, which considers user behavior changes and outperforms the existing approaches.
• We evaluate the security of DIAS against recording attacks (Section V-A) and compare DIAS to a pattern lock system in terms of running time and error rate (Section V-B). Moreover, we discuss the implications and limitations of our study (Section VI). We then review the related works (Section VII) and conclude the paper (Section VIII).
II. BACKGROUND A. MOBILE USER AUTHENTICATION
As mobile devices increasingly contain the private information of users, the need for user authentication techniques has steadily grown. There are several mechanisms for smartphone user authentication, including PIN, passwords, biometrics, and pattern lock. It is widely known that each method has advantages and disadvantages.
PINs and passwords comprising a sequence of digits or characters are the most prevalent authentication mechanisms, and can also be used for secondary authentication mechanisms when biometric fails [46] . However, PINs and passwords are known to be easily guessed and vulnerable to smudge and shoulder surfing attacks.
Biometrics, such as fingerprint and facial recognition, have also been widely adopted for authentication. Authenticating with biometrics is very simple and convenient; hence, it is very highly preferred by users. However, biometrics is susceptible to various attacks that decrease security. For example, a user's fingerprint can be exposed and exploited by a smudge attack [29] . A previous research indicated that usability is the most important factor to consider when deciding whether to use biometrics [16] . Despite the common thought that physical biometrics provide convenience, users often feel uncomfortable when using it [43] . Fingerprints are sensitive to finger conditions, such as moisture and dust. Likewise, facial recognition requires moving the camera to an angle where the face is visible. The camera can be blinded in the presence of strong sunlight, direct sunlight, or darkness [21] , [23] , [31] . In addition, users are often required to register with secondary authentication because authentication errors frequently occur when using biometrics in the real world [7] , [24] , [32] .
B. ANDROID PATTERN LOCK
The Android pattern lock is one of the graphical password mechanisms used to protect sensitive data. Users have to create and memorize a secret pattern, then draw it with a finger for authentication on a 3 × 3 grid. The pattern must be connected to at least four dots, and a complex pattern must be selected to provide greater security. The Android pattern lock is still widely accepted as a main authentication mechanism, and is also used as a secondary authentication mechanism when biometric authentication fails. A considerable number of Android users prefer pattern locks instead of PINs or textual passwords [3] , [50] . Reportedly, approximately 40% to 48% of Android users choose patterns to protect their devices [49] . Unfortunately, many researchers have raised concerns regarding the security and usability of the Android pattern lock.
Theoretically, the number of possible patterns is 389,112, which is a larger password space than PINs or passwords [8] , [14] . However, pattern lock users are generally known to choose weak patterns [13] , [38] , [44] because complex patterns are difficult to memorize, take longer to type in, and are prone to typing errors, thereby reducing usability.
In aspects of security, the pattern lock is threatened by various attack methods: guessing attacks [38] , [44] , shouldersurfing attacks [47] , smudge attacks [5] , [8] , thermal attacks [1] , and even side-channel attacks using Wi-Fi signals [53] . According to [50] and [54] , even complex patterns can be vulnerable to video-based shoulder-surfing attack and acoustic signal-based attack. In summary, user-created patterns are vulnerable to various types of patterninferring attacks regardless of their simplicity or complexity. Therefore, we propose a novel behavioral authentication mechanism based on the pattern lock interface that many users prefer, thereby addressing the abovementioned usability and security issues of the pattern lock.
C. BEHAVIORAL AUTHENTICATION
Behavioral authentication is an authentication method based on human behavior characteristics, such as signature, voice, gait, keystroke, and touch dynamics, which capture the user's behavior from the touchscreen and the sensors when touching the screen. Behavioral authentication is ideal for mobile devices with a touchscreen and various sensors. This is also a prospective approach that improves security because it can be leveraged for front-end and continuous authentication. However, behavior authentication faces a problem in that its authentication performance depends on the shape of gestures [36] . We are concerned that the problem applies to patterns as well. We intend to resolve this challenge by designing the criteria of public patterns for performance improvement and applying it to DIAS.
One might ask why it is beneficial to combine the user's behavior characteristics with a pattern lock interface. We answer that such a combination could be advantageous for the improvement of the authentication performance. First, the regular 3 × 3 grid provided in the pattern lock allows the user to draw patterns easily, whereas gestures do not provide a guidance background. Second, we can extract formal features from a limited space, called segment. This concept is introduced in Section III-B) in the grid, and does not need to perform additional feature processing.
It is more efficient than gestures in terms of resource efficiency.
D. THREAT MODEL AND ASSUMPTIONS
We consider the following threat model commonly adopted in related studies. An attacker is in close vicinity and may be a stranger or even a malicious insider, such as a close acquaintance, a colleague, or a friend. Considering widely deployed mobile cameras and surveillance cameras, we assume that the attacker may be capable of recording and taking a glance at the user's authentication steps, including input patterns and behavioral gestures. Furthermore, the attacker may acquire physical access to the smartphone in the user's absence, then unlock the smartphone. The biggest problem is that the Android pattern lock eventually just checks whether the shape of the input pattern is correct. Users are supposed to keep the created patterns secret, but attackers can easily know those patterns using various attacks, such as guessing attacks, shoulder-surfing attacks, smudge attacks, and videobased attacks, acquiring all authorities on the target devices. Our insight is to publicly present the shape of the pattern rather than making it secret, and to use the pattern shape as a guide for acquiring the behavior information of users. As a consequence, we can eliminate the value of those attacks which solely tried to acquire the shape of patterns, not the specific user behavior. However, threats utilizing video or sensor attacks may still remain. These attacks may capture not only the shape of patterns, but also a user's input behavior. The great concern here is that the attacker might mimic the user1s behavior by training with the recorded information.
III. DIAS SYSTEM
This section describes the DIAS system in terms of acquiring touch dynamics from the touch screen and sensors, extracting useful features to classify users from the acquired touch dynamics, and which types of classifiers should be considered. We also define the criteria of public patterns by considering the user preferences, ease of drawing patterns, and accuracy of patterns drawn.
A. DESIGN
DIAS is a novel behavioral pattern lock system that does not require users to create or memorize lock patterns; instead, it turns a lock pattern into public knowledge and leverages touch dynamics for authentication. DIAS shows a public pattern along with guidance on how to draw it and authenticates a user through the behavior differences that occur when drawing the public pattern. Figure 1 illustrates the user interface of DIAS and an authentication example with a virtual finger to aid explanation. A public pattern is shown on the top grid and a user draws it on the bottom grid, viewing the given pattern. Visual feedback is given as the user draws. DIAS grants access to the smartphone if the behavior data captured when drawing the pattern are determined to belong to that user. Figure 2 gives an overview of the DIAS system comprising five modules: data acquisition, feature extraction, model training, classification, and decision making. Utilizing those modules, the DIAS system takes two phases: user enrollment and user authentication. In the enrolment phase, a user must repeatedly draw the given m (≥ 1) patterns r times. The data acquisition module acquires the touch dynamics when the user draws a pattern. The feature extraction module extracts multiple distinctive features from the obtained touch dynamics and selects the optimal subset of all features for optimizing the authentication performance. Through a machine learning technique, the model training module uses the selected optimal feature set as input and trains a model (referred to as a classifier) that uniquely represents the user.
In the authentication phase, DIAS displays one of the patterns registered in the enrolment phase, and the user is required to draw this pattern for authentication. When the user draws the pattern, the data acquisition module acquires the touch dynamics, and the feature extraction module extracts the features contained in the optimal feature subset. The classification module employs the extracted features as the test sample for the model trained in the model training module.
The decision-making module determines whether the test sample belongs to that user; if so, DIAS grants access to the smartphone; otherwise, it rejects the user.
B. IMPLEMENTATION
Various built-in sensors are installed in current smartphones, from which we select a sensor that can accurately represent the user's behavioral characteristics while the public pattern is drawn. In DIAS, we consider the touchscreen and the following three sensors that are commonly embedded in current smartphones: accelerometer, gyroscope, and magnetometer. The touchscreen and the three sensors represent different degrees of information regarding the user's behavior. The touchscreen logs the physical interaction, such as how the user draws; the accelerometer records the user's large motion patterns, such as how the user walks; the gyroscope reflects the user's fine-grained motion, such as how the user holds the smartphone; and the magnetometer measures the ambient magnetic field. They collect the touch dynamics herein.
1) FEATURES
The touch dynamics obtained are used for feature extraction on a segment basis to obtain the granular and unique characteristics of each user. A segment implies a single line that connects point-to-point (i.e., dot-to-dot) on a grid [38] . For instance, as shown in Figure 3 , the number of segments of the S1 pattern and the S2 pattern is one and two, respectively.
In DIAS, a user must touch the touchscreen with his/her fingertip and continue sliding to draw a pattern in a single movement. At the same time, the touch events capturing the changes in the state of contacting the touchscreen surface are acquired. The touch events are intimately related to the physical interactions between the touchscreen and the fingertip movements of each user [42] . In other words, the touch events can differ for users, although the pattern shapes are identical; hence, they need to be considered first in DIAS. We extract 16 features from touch events, which are listed in Table 1 , including statistical information (i.e., avg. or std.) to avoid noise [49] .
TABLE 1. Features from the touch events (a total of 16 types).
The user's touch actions that occur while the user is drawing the pattern typically cause subtle tilts, micro-movements, and orientation changes of the smartphone. These changes can be profiled by leveraging the accelerometer, gyroscope, and magnetometer built into current smartphones. In particular, for tilt correction, we obtain the orientation data reflecting the orientation changes of the smartphone. The orientation data are calculated with the magnetometer and the accelerometer from the rotation matrix. The getRotationMatrix method lets us translate the magnetometer readings into a fixed global coordinate system. Accordingly, the traces can be easily compared, regardless of the attitude changes that occur on the compared smartphones. We also consider the magnitude of each sensor datum. The magnitude is very effective for smartphone user authentication [12] . We derive the magnitude S M = s 2 x + s 2 y + s 2 z , where s x , s y , and s z are the readings obtained from each sensor along the x, y, and z-axis, respectively. Table 2 lists 90 features of the three sensors. 
2) CLASSIFIERS
Machine learning is categorized as supervised learning and unsupervised learning. Supervised learning needs a training phase, and the output of the test data is labeled. In contrast, unsupervised learning can group test data without the training phase, but the label of output cannot be identified. We adopt supervised learning, especially classification, because we need to identify the ownership of the input data. We collect the training data from the enrolment phase in Figure 2 .
We adopt multi-class classification herein. One-class is more realistic, but does not guarantee high authentication performance [11] . We consider two models for authentication in the multi-class classification: discrimination and authentication [49] . The discrimination model identifies more than two users; thus, more than two classes are defined. The authentication model verifies a valid user and an invalid user; thus, only two classes are defined. One problem of the authentication model is that the system collects the data of other invalid users for training [49] . We mitigate this problem by storing and using the data of all users using the same smartphone to train the invalid users' data.
We used the following six classifiers that are known to be effective: Decision Tree (DT), Support Vector Machine (SVM), k-Nearest Neighbor (kNN), Gaussian Naive Bayes (GNB), Random Forest (RF), and Logistic Regression (LR) [35] , [42] .
FIGURE 3.
Unit patterns used to design the public pattern criteria in terms of different properties (i.e., segment, angle, turn, and direction).
C. PUBLIC PATTERN CRITERIA
The public pattern is a key element for collecting touch dynamics, which can have a significant impact on the classification/authentication performance. We need to define the criteria for designing public patterns by considering the accuracy and the user's preference. For this purpose, we conducted an experiment using a total of 29 unit patterns ( Figure 3 For the study that includes further experiments, we installed DIAS on a Samsung Galaxy S8 running Android OS 8.0. We used scikit-learn [33] , a Python-based machine learning library, to implement the six classifiers.
We recruited 20 participants (two females and 18 males) by promotion via social networking services (SNSs). The average age of the participants was 27.7 years (SD = 5.7). We asked them to draw 29 unit patterns at least 25 times using DIAS on a given device while sitting. We then asked several questions to check their preferences about the properties and their attributes.
We applied six classifiers to the collected data using each of the 106 individual features. We used the discrimination model for six classifiers to measure the classification accuracy of the unit patterns with a five-fold cross-validation. With the measurements of the six classifiers, we performed statistical tests to ascertain whether a difference existed in the accuracy of the unit patterns with different attributes. Statistical tests were conducted to compare the average accuracies of individual features of unit patterns with different attributes. The significance level α was set at 5%. The null hypothesis was that no significant differences existed in accuracy to discriminate a participant among the patterns with different attribute values. The Friedman test was conducted to determine the overall significance of the differences between the patterns with two attribute values. The Friedman test results showed that if a difference existed, the Bonferroni-corrected Wilcoxon signed-rank test must again be performed as a post-hoc analysis by grouping two attribute values among all attribute values used in the Friedman test. Table 3 presents the statistical results, including the p-values of the Friedman and Bonferroni-corrected Wilcoxon signed-rank tests.
The pattern with two segments had a higher accuracy, and no significant difference was found in user preference for the patterns with different segments. Slight differences in the accuracy of angles for each classifier were found, but overall, the patterns with angles 75 • , 120 • , and 135 • had the highest accuracy, and the patterns with angles 15 • and 30 • had the lowest. For the angle property, a large difference was observed between the accuracy comparison result and the user preference; thus, we set its criterion by considering both accuracy and preference. Even if the three angle values with the highest accuracy yield a better performance, we chose the other three angle values that had moderate accuracy and better user preference. No significant difference was found in the accuracy of directions for each classifier, except in the 60 • subgroup. In the 60 • subgroup, for all classifiers, the patterns with upper left to lower right direction and lower left to upper right direction had a higher accuracy than the other two patterns. In the case of user preference, regardless of the subgroup, most participants said they preferred the direction from left to right. No significant difference was found in the preference between the downward and upward directions. For the property of the number of turns, no significant difference was found, although the participants preferred patterns with fewer turns. However, the experimental results demonstrated that the pattern with three turns had the highest accuracy.
We set the design criteria of the DIAS public pattern as follows based on the results of the experiments and the user preference:
• Lines with two segments are first considered.
• The angles of 45 • , 60 • , and 90 • are mainly used instead of any other angles.
• The left-to-right direction is first used at the beginning of the pattern. All directions are available in other cases.
• The number of turns is preferred by having over three turns. We derived four public patterns reflecting the abovementioned design criteria ( Figure 4) . These patterns will be used for the experimental study and evaluation. 4. Four public patterns satisfying the criteria for the public patterns. We split these patterns into unit patterns and used them in the experimental study.
IV. PERFORMANCE EVALUATION A. DATA COLLECTION
For the experimental study, we recruited 30 participants (11 females, 19 males) through word of mouth, SNSs, and fliers on bulletin boards in a university. They were students, general office workers, and university staff aged between 24 and 44 years (M = 28 y, SD = 3.97). All participants were smartphone users (13 Android users and 17 iPhone users), and most of them had experience using the pattern lock system.
We explained the purpose and process of all the experiments to the participants before the experiment. Each participant signed an explicit agreement to participate in the experimental study. We also informed them that their touch dynamics would be collected for the experiments. We gave a Samsung Galaxy S8 device to each participant. They were asked to draw a public pattern 30 times in each of the two postures (i.e., sitting and walking). We required them to use the device as usual, except restricting their postures to make realistic settings. We collected a total of 7200 samples for the experiments in Sections IV-B and IV-C. A few volunteers conducted the attack experiment or the comparison experiment the day after the authentication experiment. All participants basically received a gift of $15 for participation. Each participant completed the experiments within five days. All experiments were completed after approximately three months.
We recruited 10 volunteers from among 30 participants for the long-term experiment in Section IV-D. We asked them to draw four public patterns with the same settings daily for 20 days. We asked each volunteer to draw each pattern at least 25 times a day. We collected a total of 40,000 samples from the volunteers. Those volunteers received an additional $10 reward. In addition, we deployed other 10 participants for the security experiment (Section V-A) and the remaining 10 participants for the comparison experiment (Section V-B) .
B. BEST-PERFORMING CLASSIFIERS AND OPTIMAL FEATURE SETS 1) EXPERIMENT DESIGN
The authentication performance of behavioral authentication may depend on which classifier is used and which combination of features is applied to the classifier. In this respect, we need to check which classifier and feature sets are effective in terms of user discrimination. For this purpose, we applied the discrimination model and evaluated 106 individual features using only one feature at a time. We measured the F1-score as the discrimination performance of an individual feature. Each execution was based on a 10-fold cross validation.
We applied the recursive feature elimination (RFE) to select the optimal feature set for each classifier and avoid overfitting issues. In RFE, we used the F1-score of individual features as their weights. We constructed a feature set in descending order by their weights. We recursively evaluated the performance of the remaining feature set, pruning the individual feature with the smallest weight. This process was performed until the remaining feature sets became empty. This feature selection was performed for each of the six classifiers and the three postures. 2) RESULT Table 4 shows the highest accuracy and F1-score of each posture and each classifier from RFE. rank of 106 individual features with the selected classifiers for each posture. Figure 5 depicts the F1-score variation caused by the feature length with the selected classifiers for each posture. In all postures, the F1-score was stable for the feature set sizes of 20 to 106. Meanwhile, the performance significantly decreased when the feature set size was below 20. The results of the best-performing classifier for each posture are highlighted in bold in Table 4 . The best-performing classifiers and the size of the optimal feature sets for sitting, walking, and combined were (51, GNB), (45, GNB) , and (57, GNB). RF showed a higher F1-score than the other algorithms for the sitting posture. However, GNB also showed an F1-score similar to that of RF, and its optimal feature length was shorter than with RF. In addition, it is more comfortable to find the equal error rate (EER) using GNB than using RF. For this reason, we chose GNB as the optimal algorithm for the sitting posture. In terms of postures, sitting provided a better performance than walking. These optimal settings for each posture were applied to the remaining experiments.
C. AUTHENTICATION PERFORMANCE 1) EXPERIMENT DESIGN
For DIAS to be practically used as a user authentication system, the authentication model using a multi-class classifier with two classes should be applied to DIAS. In other words, DIAS should be able to verify a valid user as a valid user and an invalid user as an invalid user. The number of valid users in the authentication model is one. The number of invalid users in training may affect the authentication performance. Having more invalid users increases the false rejection rate (FRR), while having fewer invalid users increases the false acceptance rate (FAR). Therefore, we need to derive the optimal number of invalid users to achieve balanced FAR and FRR.
Consequently, we evaluated the authentication performance while varying the number of invalid users in training. We measured the average values of FAR and FRR while changing the invalid user size to 4, 9, 14, 19, 24, and 29. We trained each of the 30 participants as a valid user. For each invalid user count, we trained randomly selected other participants, except for the valid user. We measured the average values of FAR and FRR for the 30 valid user cases (i.e., all participants). We applied a 10-fold cross validation to all authentication executions.
2) RESULT Figure 6 illustrates the ratio of the real FAR and FRR values to the initial FAR and FRR values. As expected, the FAR values decreased, and FRR increased as the invalid user count grew in all postures. However, the real FAR and FRR values for each posture did not cross in our setting. We could not find the EER because we only considered the invalid user size rather than compromise the algorithm parameters. To deal with this problem, we measured the ratios of the real values to the initial values. The initial FAR was set to the FAR for the count of four, whereas the initial FRR was set to that for the count of 29. In this manner, we could find the cross-points of FAR and FRR that indicate the optimal invalid user count for each posture: 13 for sitting, 23 for walking, and 8 for combined.
We found EER by compromising the algorithm parameters based on the derived invalid user size. Table 6 shows the authentication performance of DIAS in terms of EER and AUC (area under the curve). The sitting posture showed the lowest error rate. The authentication model demonstrated the worst performance when combining the sitting and walking postures. The average EER of each posture was 2.66%, 3.53%, and 5.83%, respectively. Figure 7 shows the ROC curve for each pattern and posture. The AUC values appeared with aspects similar to EER: the best AUC from sitting and the worst AUC from the combined condition. The average AUC for each posture was 0.9867, 0.9828, and 0.9752, respectively.
D. LONG-TERM EXPERIMENT
As a user frequently and continuously unlocks his/her smartphone, DIAS should be able to properly authenticate the user each time. However, according to Xu et al. [49] , the accuracy of a model trained only with samples taken on a single day is unstable and unreliable because the touch biometrics of the users is not stable over time. In other words, the authentication accuracy of DIAS would also be unstable and the error rates may increase over time if DIAS employs a model trained with only the samples collected in a short period of time. From this perspective, we need to consider model training approaches appropriate for long-term authentication. Thus, we examine the existing training approaches [49] and propose a novel training approach, called the sliding window approach. In the sliding window approach, a model is refreshed with recent samples in a sliding window to provide a more flexible and stable authentication even though time elapses. Considering three approaches, we conducted an experiment to evaluate the authentication performance from the perspective of a long-term period (referred to as permanence).
1) EXPERIMENT DESIGN
In this experiment, DIAS utilized the authentication model with optimal settings obtained from the experimental results of the previous two sections. We applied the existing two approaches and our sliding window approach as a long-term training method and compared their permanence in terms of FAR and FRR. We used the long-term data set of 10 volunteers, 40,000 samples, for training a valid user of the model. The short-term data set of 30 participants, 7200 samples, was used for training the invalid users of the model.
For model training and testing, we first considered each of the 10 volunteers individually. We selected one of them, then used his/her long-term data set according to each approach to model the valid user. In all approaches, we randomly selected N users according to the optimal invalid user count of each posture from the remaining 29 participants. We then modeled the invalid user using his/her short-term data set. The samples of the valid user for the corresponding day and the samples of the remaining nine volunteers for the first day were used for prediction. Note that the training and testing samples were not associated. The three approaches we applied for training of the long-term data set are as follows:
Approach 1 (Training With a Fixed-Sized Data Set):
In this approach, the samples of the first day are used for training VOLUME 7, 2019 the model, and the samples of the days thereafter are used for testing. In the same manner, we used the samples of the first day for model training, then used the remaining samples from the second to the 20th day for testing authentication.
Approach 2 (Training With an Expanded-Sized Data Set (Adaptive Approach):
We applied Xu et al.'s adaptive approach as the second approach [49] . In this approach, the samples from the first day to the (N − 1)th day were used for the model training. The remaining samples of the N th day were used for testing authentication. We used all the samples from the first day to the 19th day for training and authenticated the user utilizing samples from the 20th day.
Approach 3 (Training With a Sliding Window):
The training with a fixed-sized data set degrades the permanence performance of user identification according to Xu et al. [49] . In the adaptive approach, the outdated touch biometrics for the user might be applied because the training data were accumulated from the first day. Maintaining the freshness of the training data is essential considering that the touch biometrics of a user is unstable and changes over time. Therefore, we proposed a new and novel approach training with a sliding window. Given a sliding window of size K , the samples from the (N − K )th day to the (N − 1)th day were used for the model training. The samples of the N th day were used for testing user authentication.
2) RESULT 
V. SECURITY EVALUATION AND COMPARISON A. SECURITY AGAINST RECORDING ATTACKS
Although DIAS removes most existing threats to the pattern lock, which uses the pattern as a secret, a new threat, in which an attacker can mimic the user's behavior, can appear. We conducted a shoulder-surfing attack scenario, specifically a recording attack, which is the most powerful attack on the pattern lock. We assumed that an attacker can obtain a video of legitimate user drawing patterns during the initial enrolment phase. We also assumed that the data set stacked from the data collection phase is insufficient. Furthermore, the attacker is assumed to be familiar with the mechanism of DIAS and behavioral factors used for authentication.
1) EXPERIMENT DESIGN
For the attack experiment, we chose a participant as a legitimate user. From the attacker's point of view, we fully recorded the movements of the arms and the hands when the legitimate user was drawing patterns. We held the camera over the user's head at a 45 • angle for the sitting posture. We held the camera over the user's shoulder horizontally and tried to follow the user as much as possible for the walking posture. We filmed not only the user's pattern drawing, but also the user's gait.
We deployed 10 participants as attackers among 30 participants. We explained to them the recording attack and how to process it. They observed the user's hand-arm gestures and movements in the video. They could watch the videos for an unlimited number of times and practice mimicking the behavior of the user to perform skilled attacks. They attempted an attack for 10 times for each pattern and posture when they were ready. A total of 800 samples were used as a test set. For encouragement, we awarded them with $1 whenever an attack succeeded. The short-term samples of the legitimate user shown to them and those of other random users pursuant to each posture were used for training.
2) RESULT
The samples from the participant chosen as a legitimate user during the authentication experiment in Section IV-A were used to train the model for each posture. The samples from the attackers were used as a test set. We measured FAR as an attack success rate. Surprisingly, the attacks in the walking posture never succeeded. Figure 9 shows the FAR of the attackers in the sitting posture. The FAR values of P1, P2, P3, and P4 were 1%, 0%, 7%, and 5%, respectively. A slight difference was observed in the attack success rate depending on the pattern shape. Five attackers never succeeded, and others succeeded in a few attempts. The average attack success rate in the sitting posture was 3.25%. Our results implied that if an attacker draws a pattern while walking, a recording attack against DIAS cannot be successful. Moreover, even if an attacker inputs a pattern in a fixed posture, succeeding in the recording attack is still difficult. We utilized the data collected from the attackers in Section IV-A as a comparison to verify that the recording attack was statistically meaningful. Those data were the input data of the attackers when they were valid users, and not attackers; hence, they represent the attackers' intrinsic behaviors. We used 30 inputs of a valid user for each posture and pattern. We conducted the Wilcoxon-signed rank test with a significance level of 0.05 to compare the FAR of each pattern. The statistical result is described in Table 7 . As a result, no significant difference was found in FAR in all patterns and postures. We can conclude that the recording attack was statistically worthless to attempt in DIAS.
B. COMPARISON WITH THE ANDROID PATTERN LOCK
In this section, we compare DIAS to the Android pattern lock system in terms of the authentication time (pattern-recall and pattern-input time) and the error rate.
1) EXPERIMENTAL DESIGN
This experiment was evaluated using repeated measures within the participant design. The independent variable was the authentication mechanism (Android pattern lock, DIAS). The sequence of the independent variable was counterbalanced to minimize the learning effects. We measured the authentication time (pattern-recall and pattern-input time) and the error rate.
We involved the remaining 10 participants who were not involved in neither the long-term nor the security experiment. Before starting the experiment, we explained the goal of the experiment and the DIAS concept in detail. We followed the same procedure for each mechanism: (a) they were asked to define their own secret pattern, or a public pattern was assigned to them; (b) they were allowed unlimited free training to become familiar with the mechanism and interface; and (c) they were asked to authenticate five times with a maximum of five trials, in which five incorrect trials were considered an authentication failure; and (d) they were given a mental rotation task (MRT) 1 for memory distraction before moving on.
After the abovementioned steps were undertaken, we again requested the participants to perform an authentication session for each mechanism after 1 h, 6 h, a day, and a week. We did not control the participants and required them to use the device naturally. The following research questions were developed for the experiment: (1) Does DIAS take less time than the Android pattern lock? (2) Is DIAS more error-resistant than the Android pattern lock? The Wilcoxon signed-rank test was employed to check for significant differences in the authentication time for the mechanisms. The results were based on 90 authentication sessions (9 sessions × 10 participants) per mechanism performed by 10 participants.
2) RESULT
During the experiment, we measured the authentication time for each authentication session from the beginning of the authentication session to the release of the pattern drawing. This decision was made to reflect the time the user thinks about the pattern to draw after the authentication session begins. We counted only the successful authentication sessions for this analysis. Figure 10 depicts the authentication times for the authentication mechanisms. DIAS took a slightly shorter authentication time (M = 1.89 s, SD = 0.38 s) than the Android pattern lock (M = 2.30 s, SD = 1.29 s). However, no significant difference was found (Z = −1.274, p = .116). Regarding the time for the authentication performed after a certain period of time, the authentication time in DIAS tends to be shorter as the authentication session interval is longer. For the Android pattern lock, the authentication time tends to be longer as the time gap between the authentication sessions increases. We observed statistically significant differences in the authentication time for each authentication session interval, except for the 1 h session interval: 1 hour (Z = −.255, p = .423), 6 hours (Z = −1.886, p < .032), a day (Z = −1.886, p < .032), a week (Z = −2.448, p < .006). We also measured whether a participant could correctly authenticate with the mechanism within the five trials. For the Android pattern lock, four users for one or two authentication sessions needed two or three trials to authenticate. One of them failed five authentication sessions, which means that he/she could not remember the secret pattern five times. Regarding DIAS, three users for each authentication session needed two or three trials to authenticate; however, none of the authentication sessions failed. 
C. COMPARISON WITH THE EXISTING BEHAVIORAL AUTHENTICATION
We compared the performance of DIAS in each posture measured in Section IV-C and those of the previous studies in the field of behavioral authentication. Table 8 describes the EER values of each scheme. The suggested schemes were studied based on various mechanisms, such as gesture-, touch-, and typing-based authentication. Although their subjects and models were different, we tried to compare them in an equal condition. Shahzad et al. [36] proposed GEAT, in which a user can enter the gesture for several times. We used the EER value of 4.8% when a user entered only one gesture in GEAT because we used the data of a user's one pattern input. Xu et al. [49] utilized several operation types and achieved EER values lower than 10% for all operation types. Sitová et al. [37] proposed HMOG and achieved the lowest EER of 10.05% for sitting and 7.16% for walking. Alpar et al. [2] achieved an EER of 4.1%. Meanwhile, the average EER values of DIAS were 2.66% for sitting and 3.53% for walking. We verified that the performance of DIAS was comparable to those of the other behavior-based schemes for all postures.
VI. DISCUSSION

A. IMPLICATION
Although one might think that there is no benefit in implementing the behavioral authentication mechanism on a 3 × 3 grid, we argue that DIAS has a beneficial implication. DIAS can present various patterns that guarantee high authentication performance on a strict grid. We designed the criteria of the public pattern by identifying the correlations between shape and accuracy. Therefore, DIAS can create those patterns by virtue of the criteria. In addition, DIAS can extract formal features on a ''segment'' basis in the grid. It does not need to perform additional feature processing, and was observed to be more efficient than gestures. Our statistical feature extraction approach plays an important role in the removal of sensor noise in smartphones. Although this may not be sufficient to deal with old phones that generate significantly more noise, combining our approach with other noise removal techniques [17] , [25] will solve the problem.
Even if the system is secure, but detrimental to user interface and user experience, users may not choose to use it. We implemented DIAS based on the existing Android pattern lock scheme. Therefore, users can obtain two advantages: familiarity from a similar interface with the Android pattern lock and reduced burden of remembering secret lock patterns.
Machine learning-based authentication needs enough input data for the performance and stability of the model, although considerable inputs of training data reduce usability. In this context, DIAS contains an enrolment phase, in which some users may feel uncomfortable. However, we tried to focus on the improvement of long-term usability rather than shortterm usability of the training phase. The users' behavior changes over time, and reflecting these changes with the model is an important issue. The sliding window approach that we proposed in Section IV-D can be one solution to offer both security and usability for a long time. In this approach, the user's daily test inputs can be the latest training input data that update the model. Therefore, if users endure the little discomfort brought about by the enrolment phase, they will certainly feel comfortable in their long-term usage.
Turning lock patterns into public values also has several advantages. In Section IV-C, we observed that DIAS could accurately authenticate a valid user based only on the user's behavior while using public patterns for multiple users. Moreover, as a result of the long-term experiment in Section IV-D, we observed that DIAS can preserve the efficient authentication performance over time based on a sliding window approach. We tried to overcome the security problems of the Android pattern lock. We expect that DIAS can eliminate the existing vulnerabilities that can occur in secret patterns. Remaining/new threats, such as recording attacks, can exist, but DIAS is resistant to threats, as shown in the experiment in Section V-A. One might question the unsafe results obtained in some cases. We would like to emphasize that the experimental scenarios were not realistic in terms of mimicking users in the wild. Section V-B showed that DIAS was competitive in terms of the authentication time compared to the Android pattern lock, and was more error-resistant than the Android pattern lock. The experiment results are in some ways preliminary, but we argue that they are a big step forward toward validating DIAS. We believe those are promising given both the exploratory nature of the study and the small user size.
Some users might avoid using behavior-based authentication due to concerns regarding battery consumption. However, an authentication session in DIAS is intermittent and only takes a moment. Therefore, we expect that the battery consumption of DIAS will be insignificant. In other words, we expect that DIAS will not cause a significant impediment to the battery performance of smartphones because it uses sensors for a very short time.
B. LIMITATIONS AND FUTURE WORK
Although our concept is interesting, it has several limitations:
(1) We need to conduct experiments for a realistic scenario that was not considered herein. First, we need to consider other postures, such as lying down and using two hands. A user in the real world unlocks a smartphone in various postures that are not considered in our study. However, asking the user to train too many postures, even if he/she unlocks the phone in trained postures, decreases the usability of DIAS. Even if the user unlocks the phone in trained postures, the model might still not be able to authenticate the user because of shaky hands or short breath. As a future work, we are planning to convert the user's data of a non-trained form into a trained form to improve the system stability in various environments. Second, we have not yet conducted a long-term experiment either in the field or on a large scale. User behavior can change during the time period between two authentication sessions because fallback authentication is not frequently used, and user behavior is unstable. We need to evaluate DIAS in light of the changes in user behavior in the long term. Thus, we are planning to address these limitations in an upcoming study.
(2) We are still far from producing a practical system for DIAS. First, we need to further improve the FAR and FRR values of DIAS. In fact, a slight difference was found in the authentication performance of DIAS according to the shape of four public patterns. We believe that more public patterns with a better authentication performance than those used in the current study may exist. Therefore, we consider the guided approach as another future work. We are planning to experiment on more public patterns that satisfy the criteria and derive ones with optimal authentication performance to guide the users in the enrolment phase. Second, we stored users' behavioral information on a server, but this may invade privacy. Smartphone users may worry about exposing their information outside the phone. Eventually, one-class classification that is more realistic for a mobile device should be considered because it only takes the owner's data for training.
(3) A user may adopt physical biometrics for main authentication and behavioral biometrics, such as DIAS, as a secondary authentication method. In that case, the user may also disable both methods because of an accidental hand or arm injury. Although this scenario is very specific, it should be prevented. It can be solved by recommending to users a knowledge-based method as a complement of secondary authentication when both methods they use are biometrics-based.
VII. RELATED WORK A. ANDROID PATTERN LOCK
The Android pattern lock is the most commonly used popular authentication mechanism on mobile devices [19] , [26] . The pattern lock is preferred over PIN or textual passwords and known to be more usable/memorable [9] . However, pattern locks are insecure because users tend to use a simple pattern for usability. Uellenbeck et al. [44] and Andriotis et al. [4] identified the fact that only a few pattern spaces are used to draw actual patterns within the theoretical limits of pattern space. The simple patterns drawn are easily stolen and replicated. Meanwhile, usability decreases as input time and pattern input error rates increase when complex patterns for enhanced security are selected [39] .
Moreover, security issues easily occur via a leakage of pattern shapes [34] . Many attack methods may be used against patterns, such as guessing attacks that try to attack by guessing the pattern [6] , [13] , [38] , shoulder surfing attacks that obtain the victim's pattern through an intentionally direct observation [28] , [41] , smudge attacks leveraging oily residues remaining on a touchscreen [8] , and thermal imaging attacks exploiting thermal residues (i.e., heat traces left on a touchscreen, making them visible through thermal imaging) [1] . Ye et al. [51] proposed a video-based attack followed by a computer vision algorithm to track the fingertip movement on the video. Zhou et al. [54] used the speaker and the microphone in the victim's smartphone to convert acoustic signals into the lock pattern. These two studies showed that complex patterns do not offer stronger security against suggested attacks.
Various efforts based on the Android pattern lock have been made to prevent the leakage of lock patterns from such attacks. Zakaria et al. [52] presented three recall-based graphical passwords as a method to prevent shoulder surfing attacks. However, they did not significantly improve resistance to attacks. Von Zezschwitz et al. [48] presented three graphic-based authentication schemes, which were more secure than the Android pattern lock against smudge attacks, but the increased input time and reduced usability were the result of these schemes. Furthermore, this technique did not solve the trade-off between usability and security. Cho et al. [14] proposed ''Syspal,'' which required the use of randomly selected points when entering patterns. This mechanism requires forcing the pattern selection; hence, usability reduction is inevitable. Furthermore, it still depends on the memory of the user, and no improvement in security against smudge attacks can be observed. Higashikawa et al. [20] proposed a pattern lock scheme that ensures high usability VOLUME 7, 2019 and resistance from shoulder surfing attacks. However, their secure mode can never be turned on when users cannot recognize that they are under a shoulder surfing attack. All of the abovementioned works generally propose a method that targets an increment of resistance against only one specific attack. Their schemes may be vulnerable to other attacks that they have not dealt with because more than two attacks that target the Android pattern lock can coexist in the real world. In contrast, we make the intention of the attackers, who want to crack the shape of the secret lock pattern, worthless by turning patterns into public knowledge.
B. BEHAVIOR-BASED AUTHENTICATION
The behavior-based authentication research in the mobile environment began because of the universalization of mobile devices equipped with touch screens and various sensors. These bodies of research have been actively exploiting data from touch screens and sensors as new authentication factors.
Li et al. [30] distinguished the user according to his/her finger movements when he/she uses a smartphone using the touch data. The accuracy was at least 79.74% and as high as 95.78% with SVM. Frank et al. [18] classified users by concentrating on their scrolling behavior. The performance was measured separately using kNN and SVM, and 0%-4% EERs were achieved. Xu et al. [49] evaluated the performance of various types of touch actions made by the user on the touchscreen. The results showed that all actions generally have an EER of less than 10% for the SVM classifier.
The experimental results demonstrated that the error rate was too high in some scenarios, indicating that the current mechanism cannot be implemented as an independent authentication method. All studies presented so far utilized only touch events for authentication without using other sensors. However, the microscopic movement changes of the mobile devices generated by the touch action of the user can be used as information for identifying the user.
Meanwhile, a few studies reported on user posture recognition. Buriro et al. [12] collected accelerometer, gravity, and magnetometer sensor data and touch data to authenticate according to the movement of a smartphone during sign-in. The experimental results demonstrated that the maximum EER with a multi-layer perception algorithm was 2.46%. Sitová et al. [37] used accelerometer, gyroscope, and magnetometer sensor data and touch data to distinguish users according to their device usage and touch behavior. The experiments were performed under two conditions of sitting and walking. The maximum EER had a 7.16% accuracy when walking. Crawford and Ahmadzadeh [15] designed an authentication system using user typing patterns with keystrokes. They measured the typing posture using gyroscope data and classified users with different classification models classified by each posture. Decision Tree and Logistic Regression showed a performance of over AUC 90%.
These studies considered user postures when generating touch dynamics. Considering postures, the change in the slope of the device was measured using accelerometer and magnetometer sensors and used as features. Therefore, users can be distinguished using various features instead of using only a touch event. Furthermore, our study demonstrated an authentication performance that is considerably better than those that displayed existing results presented in the literature.
VIII. CONCLUSION
We proposed herein DIAS, a novel extension of the pattern lock mechanism. We believe that DIAS is even beneficial to secondary authentication because the user does not need long-term memory recall. DIAS shows a non-secret lock pattern to users; hence, the concerns of the Android pattern lock system can be addressed. Users draw the public pattern as shown for authentication. We leverage the user's behavior acquired when the user draws the pattern for authentication. Eventually, DIAS can provide high authentication performance by presenting pattern shapes that satisfy the public pattern criteria. Our attack experiment demonstrated that launching a recording attack on DIAS is difficult. Our prototype implementation needs further improvements to be practically used. Although this study is exploratory, we believe that this is a promising approach of combining user behavior with pattern lock systems.
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